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Frequently Asked Questions
�
Please read these frequently asked questions for more details about this upgrade and what you 
can expect. 

Multifactor Authentication (MFA)/Enhanced Login Security 
To ensure that you have seamless access during this upgrade, it’s important that you take two quick steps — one 
now and one later: 

1. Create a new Username and Password 

2. Once the upgrade is complete, you will be prompted to enter your phone number when you login. We will use this 
phone number to immediately send you an access code via text and/or automated voice message. 

Please note: You can ask the system to remember your computer or mobile device so you do not need to repeat 
this step every time you login. However, you will need a new access code for each computer/mobile device not 
recognized by the system. 

Why are you changing the security standards? 
We care deeply about keeping your money safe while providing you with easy access to your accounts. With the 
continued growth of online banking, there are increased needs for greater security standards to keep you and your 
money well protected. In addition, the government issued new guidelines in 2011, calling for enhanced security 
measures for online banking. Thus, we are upgrading our security procedures to provide you with the best protection 
available. Our new security standards will make it even safer for you to monitor and manage your money while 
safeguarding against unauthorized access to your accounts. 

What are the changes? 
There is one key change that you will need to complete now: 
1.  	We will ensure that your login is as strong as possible. Usernames and Passwords must be six characters long 

and cannot be made up of only numbers or letters (e.g. alphabetic or alphanumeric). They can be made up of a 
combination of letters, numbers and the following special characters: @ $ * _ - = . ! ~.  If your current login does 
not meet these upgraded minimum requirements, you will be prompted to create a new Username/Password and 
if you currently use your Social Security, Tax Identification or Account Number, you will be required to create a new 
Username/Password. 

2. 	We are also implementing a new requirement to verify your identity by phone. After providing your username and 
password, you will be asked to provide a phone number for a phone that you have with you. We will immediately 
send an access code to your phone (via voice or via SMS text message) that you will enter into your computer to 
complete your login. You can opt to have this computer remembered, so you do not need to repeat this step each 
time you login.  However, you must obtain a new access code for each computer or mobile device you use to login 
that is not remembered on the system. 
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How will using my phone make my account safer? 
We are implementing what is known as multifactor authentication which makes it more difficult for phishers and 
attackers to access your accounts without you knowing it.  While this might seem unfamiliar, you actually use 
multifactor authentication every time you visit an ATM by needing both your ATM card (something that you have) and 
your PIN (something that you know).  

We’re implementing the same type of protection by using both your password and your phone to access your account. 
You can choose to have the system remember your computer or smart phone so that you do not need an access code 
from your personal devices.  However, if an attacker or phisher manages to steal your password and tries to use it to 
login to your account, they would be unsuccessful because they would need to have your phone as well. 

If I choose to receive a one-time passcode via voice call, will I have the opportunity to repeat the 
passcode if I didn’t hear it the first time? 
Yes.  You will have the ability to repeat the code up to three times from a single call. In addition, if the call ends before 
you are able to retrieve the code, you will have the opportunity to receive the call and code again. 

What happens if I need to access Online Banking from an unregistered computer or mobile device 
but do not have a registered phone available to receive a one-time passcode? 
If you do not have a registered phone available when accessing Online Banking from an unregistered device, you 
will not be able to access Online Banking.  With multi-factor authentication, you must provide both authentication 
factors in order to access the banking functionality. We recommend that you call our 24/7 Customer Service Center 
at 800-522-4100 to assist you. 

How many phone numbers can I have for MFA? 
At this time, you are limited to two phone numbers to ensure that you:  a) have unique control over the primary 
phone and b) have a back-up device in case the primary phone number is not sufficient. 

Is there anything I need to do? 
If you do not complete the update before the security upgrade goes live, then you will be asked to update this 
information upon future login. At that time, you also must have a phone handy and provide the phone number to 
receive your access code.  You will need this phone every time that you need to receive an access code. 

Will I always need to use both my password and my phone from now on? 
The first time you attempt to login from a new computer, you will need to use both your password and the access 
code you receive on your phone in order to login. If you are accessing from a private computer that you personally 
use, you can opt for the system to remember your computer for future logins. (See the screen example below.) 



  

   

By doing this, you will not need to repeat the step of obtaining an access code via phone and you will only need your 
username and password in the future to login. 

For the best security protection, we suggest that you always use both your phone and your password. If you do opt 
to have your computer remembered, we recommend that you do so only on computers that you personally own 
and that have the latest updates and virus protection software installed on them. 

How about if I login from another computer or mobile device? 
The first time you login from another computer or mobile device, you will need to use both your password and a new 
phone access code to login. However, you can choose to have your new computer/mobile device remembered on the 
system so you only need your username and password for future access to your account online. 

What about mobile banking? 
Mobile banking will continue to use challenge questions to confirm your identity.  

Enhanced Navigation and New Bill Pay User Interface: 

Why are you changing Bill Pay? 
We are upgrading Bill Pay as part of our continuous efforts to improve your online banking experience. The new look 
and new features have been designed to make it faster and easier to manage your bills. 

When will this change take place? 
The new Bill Pay will be ready to use on December 13, 2012. 

What are the key changes? 
Bill Pay has been refreshed with a new look and intuitive features as shown below. 



 

1. The at-a-glance status next to each payee makes it easy to see exactly when bills are due when you use 
advanced features such as reminders, eBills and recurring payments. 

2. Have a long list of Payees? Take advantage of the new Hide feature that allows you to “hide” payees from your 
list, but keep them active. 

3. Common tasks are easier to access with our new Options window. Complete virtually all of your Bill Pay tasks 
from one screen. 

4. Easily compare your current payment amount to past payments. Simply click on the payment amount field to 
see your recently completed payments. Want to pay the same amount?  Click on it and the payment amount field 
will auto-fill for you. 

5. Quick links will give you fast access to alerts and more. 

Is there anything I need to do? 
There is nothing you need to do. Once the upgrade is completed on December 12th, simply access Bill Pay the way 
you always have and enjoy the new features beginning December 13th. 

Will any of my scheduled payments be impacted? 
No, the upgrade will not affect your payees, eBills, scheduled payments or payment history.  Rest assured that your 
information and scheduled payments will remain intact. 



  
 

  
 

 
 

 

 

Will Bill Pay be unavailable at any point? 
During the short upgrade process, you may not be able to access Bill Pay for a couple of hours. However, the upgrade 
is scheduled to take place at night during non-peak usage hours. 

Enhanced Navigation: 

What is the new enhanced navigation? 
The enhanced navigation will provide a new experience that is based on research and designed to better organize 
features and services into categories to improve expectations. When we implement the upgrade, you will use the 
following navigational structure. 

My Accounts will link to the online banking home page and can be used to access the home page and the history 
pages for your accounts. 

Bill Pay will be linked from the second tab. 

Move Money will include a dropdown menu that will contain your transfer capabilities and you will be able to: 

Make a Transfer – This will bring up the normal one time transfers page where you can move money in 
between your accounts. 

Schedule a Transfer – This will bring up the scheduled recurring transfers page that will allow you to create 
and manage any scheduled transfers. 

Additional Services include: 
eStatements 
Alerts/Text Message Banking 

Will the same online banking pages that I am familiar with continue to be available to me after the 
upgrade takes place? 
The new pages will be more robust and improve the functionality and your experience.  The following lists a subset of 
the online banking pages that will be removed as a result of the new platform.   

Former Page Functionality New Page 
Account Summary See list of accounts and balances Home page /My Accounts 

Account History See list of transactions for an account My Accounts 
Account Transfer / 
Scheduled Transfer 

Transfer money between your Valley accounts. Move Money 

Payment Manager Pay bills, eBills, scheduled payments 
or payment history 

Move Money 

eStatements Access and view your checking and savings 
account statements 

Additional Services 

Mobile Banking & 
Alerts 

Send and receive account info using your Smart 
phone or SMS text messaging 

Additional Services 

User Options* Ability to change password, username or 
multifactor authentication (MFA) settings 

My Profile 

*The User Options page still exists in the new platform, but the ability to change the password, username and MFA 
settings will no longer be available within that page. 


